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MEMORANDUM 

To:   NRHP Member Hospitals 

From:  Todd Radtke, NRHP Regional CFO 

Re:   Guiding Principles for Working Remotely 

Date:   March 17, 2020 

Hello to all,  

As you consider allowing staff to work from home, I wanted to provide some guiding principles for you 
to consider before allowing staff to access hospital networks remotely.  

Threats to consider: 

Unsecured wifi networks: Most workers will be working out their home where they can secure 
their wifi. But some may have to use unsecured public wifi networks which are prime spots for 
malicious parties to spy on internet traffic and collect confidential information. 

Using personal devices and networks: Many workers will be forced to use personal devices and 
home networks for work tasks. These will often lack the tools built into business networks such 
as strong antivirus software, customized firewalls, and automatic online backup tools. This 
increases the risk of malware finding its way onto devices and both personal and workrelated 
information being leaked. 

Scams targeting remote workers: We’ll likely see an increase in malicious campaigns targeting 
remote workers. What’s more, with many employees lacking remote work opportunities, we’ll 
no doubt see an increase in the prevalence of workfromhome scams. 

Security TIPS: ( number one for me is to use a VPN to allow access – DO NOT allow users to setup 
remote access solutions like gotomypc or remote PC ) All users should use a VPN client with usernames 
and passwords assigned by your staff  

1. Use strong passwords  It’s as important as ever to ensure that all accounts are protected with 
strong passwords. Unfortunately, many people still use the same password across multiple 
accounts. This means that all it takes is one compromised password for a criminal to take over 
all of your accounts. 

2. Use a VPN  Many people are familiar with using a Virtual Private Network (VPN) to bypass 
geographic restrictions on streaming sites and other locationspecific content. Indeed, since a 



2 

VPN tunnels your traffic through a server in location of your choice, it’s ideal for location 
spoofing. But a VPN has another important role, and that’s improving your online privacy. A VPN 
encrypts all of your internet traffic, so that it is unreadable to anyone who intercepts it. This 
keeps it away from the prying eyes of any snoopers, including your Internet Service Provider 
(ISP), government agencies, or hackers. 

3. Set up firewalls  Firewalls act as a line defense to prevent threats entering your system, They 
create a barrier between your device and the internet by closing ports to communication. This 
can help prevent malicious programs entering and can stop data leaking from your device. Your 
device’s operating system will typically have a builtin firewall. In addition hardware firewalls are 
built in to many routers. Make sure that your remote users enable their windows firewall. 

4. Use an antivirus software  Although a firewall can help, it’s inevitable that threats can get 
through. A good antivirus software can act as the next line of defense by detecting and blocking 
known malware. Even if malware does manage to find its way onto your device, an antivirus 
may be able to detect and in some cases remove it. 

5. Install updates regularly  Updates to device software and other applications can be a source of 
annoyance. But they really are important. Updates often include patches for security 
vulnerabilities that have been uncovered since the last iteration of the software was released. In 
many cases, you can set updates to run automatically, often while you’re sleeping, so you don’t 
have to worry about downtime. 

6. Set up twofactor authentication  Having a strong password often isn’t enough, for example, if 
your credentials are leaked in a data breach. Two factor authentication (2FA) and twostep 
verification (2SV) involve an additional step to add an extra layer of protection to your accounts. 
The extra step could be an email or text message confirmation, a biometric method such as 
facial recognition or a fingerprint scan, or something physical, such as a USB fob 

7. Back up your users data  Data can be lost in a number of ways, including human error, physical 
damage to hardware, or a cyberattack. Ransomware and other types of malware can wipe 
entire systems without you having a chance to spot it ( I recommend doing a full backup of the 
PC the remote user is accessing prior to establishing the VPN ) 

8. Look out for phishing emails and sites  Phishing emails, as well as voicemails (vishing) and text 
messages (smishing) are used by cybercriminals to “phish” for information. This information is 
usually used in further schemes such as spear phishing campaigns (targeted phishing attacks), 
credit card fraud, and account takeover fraud. With the rise in the number of people working 
from home due to the coronavirus outbreak, no doubt there will be plenty of cybercriminals 
looking to cash in on the trend. It’s highly likely that phishing emails will target remote workers 
in a bid to steal their personal information or gain access to company accounts. To spot a 
phishing email, check the sender’s email address for spelling errors and look for poor grammar 
in the subject line and email body. Hover over links to see the URL and don’t click links or 
attachments unless you trust the sender 100 percent. 

Consider a checklist that the users acknowledge that lists items above ( such as “ You agree to 
follow the recommendations above, ie: turn on windows firewall, have current antivirus 
software installed, all updates installed, etc ) 
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One last thing, you should consider establishing a remote access approval process ( or at a 
minimum a form/document approving remote access with signatures, expectations and use 
defined ) If you need help creating this please let me know.  


